
 

The  Federa l Trade Com m ission is a le rting consum ers about a  next-leve l, m ore  sophistica ted 

fam ily em ergency scam  tha t uses AI which  im ita tes the  voice  of a  "fam ily m em ber in  d istress". 

They sta rted ou t with : "You ge t a  ca ll. There 's a  pan icked  voice  on  the  line . It 's  your grandson . 

He  says he 's in  deep  troub le  — he wrecked the  car and  landed  in  ja il. But you  can  he lp  by 

send ing m oney. You  take  a  deep brea th  and  th ink. You 've  heard  about grandparen t scam s. But 

darn, it sounds just like  him . How could it be  a  scam ? Voice  clon ing, tha t's  how." 

"Do n ’t  Tru s t  Th e  Vo ice " 

The  FTC expla ins: "Artificia l in te lligence  is no longer a  fa r-fe tched  idea  ou t of a  sci-fi m ovie . 

We're  living with  it, he re  and  now. A scam m er cou ld  use  AI to clone  the  voice  of your loved  one . 

All he  needs is a  short aud io clip  of your fam ily m em ber's voice  — which he  cou ld  ge t from  

conten t posted  on line — and a  voice -clon ing program . When  the scam m er ca lls you , he’ll sound  

just like  your loved  one . 

So how can  you  te ll if a  fam ily m em ber is in  troub le  or if it’s a  scam m er using a  cloned voice? 

Don’t trust the  voice . Ca ll the  person  who supposed ly con tacted you  and  verify the  story. Use a  

phone  num ber you  know is the irs. If you  can’t reach  your loved  one, try to  ge t in  touch with  

them  th rough  another fam ily m em ber or the ir friends. 

Fu ll text of the  a le rt is  a t the  FTC website . Share  with  friends, fam ily, and co-workers: 

h ttps://consum er.ftc.gov/consum er-a le rts/2023/03/scam m ers-use-a i-enhance-the ir-fam ily-

em ergency-schem es 
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